Prasentation der
Umfrage-Ergebnisse
zu ROSI

Security-Zone 2006

Priska Altorfer
Chairman, wikima4 AG

o

wikimaeo

The Fine Art of Coaching Business

ROSI-Studie, Priska Altorfer, wikima4, Zug, 16.09.2006, 1



e Im Fruahling 2006 durchgefuhrt

e 43 Personen haben den Fragebogen fast
vollstandig ausgefullt

e Komplexitat des Fragebogens war sehr hoch —
fachlich, wie auch sprachlich

e Umfrage zeigt sehr gute Ergebnisse, obwohl
nicht von einer reprasentativen Umfrage
gesprochen werden kann
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Public Sector: 14%
Nicht beantwortet;

28%

Service Provider : 7%

—
Q
E Service Industry; 26%
E Banking, Insurance;
O 19%
= Production Industry; .J
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ROSI Calculations

Anticipated unacceptable risks

Incidents within your
organisation or elsewhere
(external)

Published/Available
Standards/Baselines (e.g. ISO
17799, or (German) BSI)

Company overall Security

related strategy or architecture

Benchmarking against peers

Internal /External Reviews and
Audits

Legal/regulatory requirements

What are the DRIVERS for Security expenditures in your organisation?

0
44%
0

0
48%
42%
[ no answer
Il Not considered relevant
i [ Considered, but not a factor as such
% O Minor importance
7% 0 Il Normal factor
33% O Most important factor
40%
53%
56%
0% 10% 20% 30% 40% 50% 60% 70% 80%
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Wichtigste Faktoren:

e Company overall Security related strategy or architecture
e Anticipated unacceptable risks

GC) e |egal/regulatory requirements

-
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§ Normale Faktoren :

LCE e Legal/regulatory requirements

O e Internal/External Reviews and Audits

o

0

o) ROSI Kalkulationen werden nur vereinzelt als ,,normale

E Faktoren“ gesehen (9%) und/oder haben mit 19% eine nicht

O sehr gewichtige Rolle innerhalb des Entscheidungsprozesses

'g von Sicherheitsausgaben zur Folge.
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How do you QUANTIFY risks within your Risk Analysis/ROSI process?

100%
90%
O L
3 70%
-
q) 60%
1
N 50%
1
" — 40%
Jud
% 30%
D) 20%
I 10%
: : 0%
— Based on publicly available Based on commercially Judgement by external Statistics from your own Group/personal judgements
U) statistics available statistics consultants organisation within your organisation
o 2-1 2-2 2-3 2-4 2-5
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What experience do you have of ROSI ?

No answer In regular use

21% 19%

Never heard of it
0%

Have read about it in
Occasionally used

23%

the last 18 months
16%

Have tried it, but do
not use it
21%
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Would you use ROSI calculations MORE if

Compliance
(Legal,
Regulatory,

10-3

Policy,
Directives,
Baselines)

We had more
confidence in
the results

10-2

Decision
makers
explicitly
request/require
it

10-1

0%

7%
I 14%
14%
16%
0%
49%

5%
B 16%

7%
16%

B 7%
5%

0%
I 9%
7%

B 7%

26%
51%

20% 40% 60%
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Always

H Usually
Sometimes
Rarely

B Never

NoO answer

100%
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How do you see the importance of ROSI calculations for
FUTURE PROJECTS to be approved by senior management
changing in the future?

| Already
essential
@)
(T 7%
-
Jud :
c Will become
&) .
§ essential
O 12%
@, Not answered
Q Increasing 0
= | 49%
= importance
o
- 21%
2
= No change j \ Decreasing
N 9% Importance
R QJ
«'_ 2% Wlklm09
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Do you see risk tolerance increasing or
decreasing in your organisation?

28% :
33% O Increasing

B No change or
decreasing

[1 No answer

40%
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e Wichtigste Aussagen

e Risk Management wird als sehr wichtig erachtet

e Unternehmenseigene Sicherheitsrichtlinien und
Policies haben enormes Gewicht

e Legal, Compliance und Standards werden als
“Normal” betrachtet

e ROSI wird fur die Zukunft als eher wichtiger Faktor
fur's Senior Management gewertet, spielt aber zum
jetzigen Zeitpunkt keine grosse Rolle _/
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Herzlichen Dank!

Weltere Informationen
zur Umfrage sind
erhaltlich bei:
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Priska Altorfer
Chairman

wikima4 AG
Priska.altorfer@wikima4.com
www.wikima4.com
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