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OpenlD - What is it?

in order to save an item, you have to log in.

Emall Address

usemame Password

password
p \
lrog in

» forgot your password? Heuhoitth

Email:

Password:
Log in to Last.fm _
B A (_Login )

Jsername
L 1 password? Forgot Password?
Password

P . N Provent
Come on in Password
Theft

Password
Password

# Keep me signed in
for 2 wooks uniess | sign out. New!
’qun It {Uncheck if on a shared computer]

Email address: . Remember me Forgot?

Password:

Sign In ) Forgot " Sign In_
word
—— Forget your ID or password? | Help
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OpenlD - What is it?

7
B —

['I

\ %

You
OpenlD is a free and easyway  With one OpenlD you can login Now, you get to choose the
to use a single digital to all your favorite websites login that's right for you. Get
identity across the Internet. and forget about online an OpeniD today!

paperwork!
Internet SingleSignOn
Relatively Simple Protocol
User-Centric Identity Management
Internet Scalable

Free Choice of Identity Provider

No License Fee

Independent of Identification Methods
Non-Profit Organization

vV V V V
vV V V V
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OpenlD - How are we organized?

OpenlID Foundation (OIDF) - http://openid.net/

OpenlD Foundation website

) %) (&) (& ntp:/jopenid.net/ Bwv) Q) T . . .
PN .
W] e o) = » Non-Profit Organization
I
Getan OpenlD | Add OpenlD to your site | Developers | Foundation | Community | Government i OpenlD*

A\

, o Parent Organization of
Can't remember your passwords? Tired of filling out registration forms?
OpenlD is a safe, faster, and easier way to log in to web sites. ¢ Loca I C h a pte rs’

Trademark Protection

You can get an OpenlD from several popular Chances are you already have an OpenlD but Run a web site and want to make it easier to
and well-known providers or host your own. don't even know it! No problem — we'll walk sign up or sign in? Find out how to add
e'll help you make a smart decision. you through using your OpenlD for the first OpenlD to your site in a few steps by using a -
time. free, open source library. e O V ro l ' I O I O r l
Get an OpenID Start using your OpeniD Add OpenlID to your site

Organization of Events (Summits)
Members

using OpenlD ° F b k

e — aceboo ° ayPa
March 12, 2010:

= Website operators Authenware Joins OpenlD

From the blog: OpenlD in the Enterprise Saas market

YV V V V

Welcoming the government to the OpenlD Community Benefits of OpenID News & Events
The US Government has reached out to the OpeniD Learn about the many benefits of September 20, 2010: Seven
Foundation for collaboration in support of the OpeniD for: sites you didn’t know were

Government Services Administration's pilot adoption
of OpenlD technology.

= Visit our Government welcome page

«  Google *  VeriSign

Who is using OpeniD?  Googl i YAHOC flickr W

. Microsoft *  Yahoo

Copyright ® 2006-2010 OpenlD Foundation. Contact Us : o | B M [} LeXiS N eX i S
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OpenlD - How are we organized?

OpenlID Switzerland (OIDCH) - http://openid.ch/

OpenliD

Switzerland
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Non-Profit Organization
Official ‘Local Chapter’ of OIDF

Registered Association
(Handelsregistereintrag)

Organization of Local Events

. Geneva Conference 2010 with more than
200 attendees

Members
. AXSionics
. Clavid

. Maret Consulting

. La Citadelle Electronique
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OpenlD - User Centric Identity Management

X Username
Password

I fa-ohn~ok

Username
Password

o<l . OpenID Provider
-
Cpagle. ~=©
“Password |
|

{ﬂ‘? o iA/
LN~
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OpenlD - How does it work?

PASSWORD

User Hans Muster = =
(Domain: www.iid.ch) =

| OpenD
Identity Provider

Identity URL

OpenlD=hans.muster.iid.ch e.g. hans.muster.iid.ch

I OpenD
Enabled Service

localch®

Doodle’
arazee
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OpenlD - How does it work?

| ogn |
User Hans Muster o
' | OpenD
I 4, 4a Identity Provider
I OpenD
hans.muster.clavid.com 5 6
. 1 2 Identity URL
Caption https://hans.muster.clavid.com

1. User enters OpenlID
2. Discovery

3. Authentication

4. Approval

i e - opers
6. Validation WIS Enabled Service
localch®
Doodle
dMaze2:2

Isnforr_natsion_
ecurity Societ
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OpenlD - How does it work?

Step 1:

Step 2:

Step 2a:
Step 3:

Step 4:

Step 4a:

A user decides to use a personalized Internet Service supporting OpenlID (e.g. local.ch). The user clicks on
,Login using OpenlID“ and enters its OpenlD (e.g. hans.muster.iid.ch).

The requested Internet Service converts the OpenlID into an URL (http://hans.muster.iid.ch) and requests
this URL in order to receive the Identity Provider of the user.

In this example, the user has delegated its OpenlID to the Identity Provider clavid.ch.

The ldentity Provider provides possible authentication methods for that specific user (in this case
“Password”). Having successfully authenticated, the next step (approval) is initiated.

The user decides on the values of the requested attributes to be provided to the Internet Service. The
Identity Provider usually provides user specific Personas (attribute templates) to assist the user in this
approval process.

At this point, the user may decide to change attribute values and store them on the Identity Provider for
future approvals for that specific service. Thus, a user can automate future approvals for specific Internet
Services.

Step 5, 6: The attribute values are then signed and communicated from the Identity Provider to the Internet

Service. The Internet Service validates the signature of the provided attributes and finally accepts the user
to be authenticated.

Information
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http://hans.muster.iid.ch

OpenlID - Login Procedure

local.ch Inserateverwaltung

MmO 6 local.ch Login (4)p)~ (@) (%) (M) (O hip//my.local.ch/classifieds | Q) S
()~ | %) (#) Qe https://id.local.ch/de/Zorigin=https¥3A%2F%. 17 ¥ ) Q) - l©  tocalch inserateverwaltung S| [=
| =T
o lozalich Login + (= [+ "5 Ausloggen | Startseite | fr it en
° aLogn | sgsete | de r iten [ localch
localch ‘
| Alle Bereiche Telefonbuch Die Gelben Seiten Frejzeit Fundgrueb Autobédrse
Alle Bereiche Telefonbuch Die Gelben Seiten Freizeit Autobérse ‘
Mein Konto Mein Konto
Login Inserate Ubersicht Einzelinserate
Profil
Adresse i in:
OpeniD [T ot clavid.ch Loggen Sie Yoo Konto ein. Neues Einzelinserat in: Fundgrueb, Autobors¢, Freizeit
Meine Tags
() Auf diesem Computer einhglogat bleibe Login with OpenID
- Sie haben noch keine Inserate/erfasst.
ﬂ (&) ("" clavid - one key, all access
Ihre Vorteile .y N
= Alle Funktionen eines] 4o,
** clavid - one key, all access - Neuigkeiten Blog - Uber uns
- Hilfe - Medienmfiteilungen
- Intemnationale Suche - Werby#g
" - Offene Stells - Ki kt
Haben Sie noch kein local.0-Konto? » Jetzt registrieren otk s
®2010 local.ch ag - R he Hinwei
one key, all access homepage en|de el Ry cilullio o
- Neigkeiten Biog - Ober uns
- Hifle Medienmitteilungen Login clavid - one key, all access
- Intemationale Suche
- Offene Stellen must sign in to authentica
hnp Ilid.local.ch/de/_oid/finish?f_openid_origin=https%3... C /
12010 1ncal ch 20 - Rackilicha Hinwsisa. 3
C Fertig
otti.clavid.ch
Fertig

oTP

login information Back nordic edge

OATH - HOTP 570682

Open Authentication Initiative o

Fertig
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OpenlD — Login Procedure with SREG

Mx3 - connect

otti.clavid.ch

connect

Lost pafsword ?
Registenow!

== 00 Mx3 - MY ACCOUNT - Telbie
) (00 () (2. hutp:/ wwnw.mx3.ch/admin/account/login WY g J Q) (%) () ([ http:/ jwww.mx3.ch/admin/bands/edit/ 21502 wv) Q) T
Mx3 - connect IESH| |E  w-myaccount-Tebie T
RADIOS DEIFRIITIRMIEN
0S LAYLISTS
LES pLAYLISTS  RAD! ¢ BaNDS siNGLES P LoGout
DS SING HOME  YOURSPAC WHATS
LABELS Search
cLuss Got
LABELS D FESTIVALS ADVANCED SEARCH
CLUBS | users FAQ © SHARE ot 08
FESTIVALS CREATE YOUR OWN Gles CONTACT
| users FAQ THE SWISS MUSIC PORTAL RADIO » TAGS PARTNERS BACKSTAGERADIO
| aies CONTACT
THE SWISS MUSIC PORTAL TAGS PARTNERS BACKSTAGERADIO | GO TO MY PUBLIC PAGE
OO0 clavid - one key, all access
S e . % COMPILATION MX3 VOL.4
CON NE CT L) () (M) (2uClavid AG (CH) / You can download the 15 tracks of the compilation Mx3 Vol.4 for free

=

\e compilation can be downloaded within the limits of available stocks, only once per account and

\ in its full lenght. Beware therefore where you record your file, for the operation can not be repeated.

\ ) PLAYUIST
| ‘Compilation mx3 vol.4 free download!

clavid - one key, all access

Modty

ADD TO MY

FAVORITES PLAYLISTS
‘Manage
EMAIL @LARM
@) (<) (M) (ruClavidAG(CH) vi] BAND yresT SiNGLes
5 \elde/ \elhs one key, sl access Chanson Email @am: © Yes O No
- one key, all access ot i

Manage
LATEST GIGS ADDED
login 17.05.2008 Manage

Croated 2
- T
OpenlD Verification

s Telbie

% % MY LOGIN GO TOMY PUBLIC

Hello Telbe,
You can modify your pseudonym and your pa:
Modify

ou must sig:

EDIT MY ACCOUNT

word by clicking on the button beiow

http:/iwww.mx3.ch/admin/account/login.
one key, all access

homepage

BANDS (14797)
otti.clavid.ch

Login

[ CHANSON (974)
clavid - one key, all access llowing ic

@ MY SINGLES

[ ELEGTRO (1159)

gles with an MP3 file. You can add as many singles, without an MP3 fle, as [ rowcounTaY
in your webpage, but will be added automatically in your SUISA list. {509)

Download

Fertig

OpenliD

Switzerland

Click on a single to modify it

Flag this page

[ FUNK (491)
Attention! Only the firs
Oc

hai ity propert

> METALIPUNK (1056)
les of each year will be visible on your public page! L {

Telbie

[ HIP HOP (25571 14
L))

telbie@gmail.com
login information

&3 :
suisselD

Fertig

a A
Fertig anv g
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OpenlID - Delegation

Mozilla Firefox

« > ) (<) (m M OpenlD | | mydomain.ch
(e~ (L&) ! (a) ( http://mydomain.ch/ P v)

S (] Auf diesem Computer eingeloggt bleiben

E m
| | file:///Users/ott. ation/index.html +

( Login )

My Personal OpenID mydomain.ch

Login mit E-Mail Adresse und Passwort

<html>
<head>
<link rel="openid.server" href="http://www.clavid.com/provider/openid">
<link rel="openid2.provider" href="http://www.clavid.com/provider/openid">
<link rel="openid.delegate" href="http://otti.clavid.ch/">
<link rel="openid2.local_id" href="http://otti.clavid.ch/">
</head>
<body>
<h1>My Personal OpenID mydomain.ch</h1>
</body>
Fertia </html|>
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OpenlD - How to Integrate?

Assumptions concerning your current Site

. Users sign in with their username and password

. There is a form, where new users have to register

. Each user is identified by a unique ID in your database

. A settings page let users manage their account info
Recipe

. Extend the database to map the OpenlIDs to the user IDs
. Extend the registration page with an OpenlID input field

. Extend the sign in page with an OpenlD input field

. Extend the settings page to attach and detach openIDs

Information
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OpenlD - How to Integrate?

Ingredients

. A OpenlD Consumer Library O%GJQ!D

. The Standard OpenID Logos OpenlD
o An OpenID Provider to test your site with clavid™

one key, all access

Information
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OpenlD - How to Integrate?

OpenlD Libraries

Language Library
C# DotNetOpenlid, ExtremeSwank
C++ Libopkele
Java NetMesh InfoGrid LID, OpeniD4Java, joid
Perl Net::OpeniD, OpenlD4Perl
Python JanRain
Ruby JanRain, Heraldry
PHP Jan Rain, Zend Framework OpenID Component, Saeven.net's JanRain
Service Utility Class, Taral, Simple Class, sfOpenlIDPIlugin, CakePHP,
EasyOpenID, OpenID For PHP, AuthOpenID Snippet
Coldfusion CFKit OpenID, CFOpenID, OpenID CFC
Apache 2 mod_auth_openid
Information
OpeniD Page 35 @ St
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OpenlD - International Identity Providers

one key, all access

— Username/Password

— Certificates ot ® e

€3 '
suisselD
—— Biometric

‘|, axsionics |

XoPENID __oTp
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Further Links: on OpenlID

OpenlD Identity Providers can be found at:

C C I K I pED IA >  http://en.wikipedia.org/wiki/OpenID

OpenID >  http://en.wikipedia.org/wiki/List of OpenlD providers

()I) GHID,, Ty, > http://www.openiddirectory.com/openid-providers-c-1.html

R > http://www.clavid.com/ (Strong Authentication in Europe)

Information
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http://de.wikipedia.org/wiki/OpenID
http://en.wikipedia.org/wiki/List_of_OpenID_providers
http://www.openiddirectory.com/openid-providers-c-1.html
http://www.openiddirectory.com/openid-providers-c-1.html
http://www.openiddirectory.com/openid-providers-c-1.html
http://www.openiddirectory.com/openid-providers-c-1.html
http://www.openiddirectory.com/openid-providers-c-1.html
http://www.openiddirectory.com/openid-providers-c-1.html
http://www.openiddirectory.com/openid-providers-c-1.html
http://www.clavid.com/

Danke fur Ilhre Aufmerksamkeit!

Robert Ott

CFO / Identity Management Technologies
Master of Science (Honors)

+41 (0)79 447 92 38 Mobile
robert.ott@clavid.com

Clavid AG
Baarerstrasse 2
CH-6300 Zug
Switzerland

+41 (0)41 710 54 30 Phone
+41 (0)41 710 54 27 Fax

www.clavid.com
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