Datendiebstahlzunahme in Krisenzeiten McAfee

Gefahrdung von geistigem Eigentum und Schutzmassnahmen
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Das aktuelle Umfeld McAfee

Dramatischer Zuwachs im Potential Daten zu verlieren durch globales Outsourcing,
Off-Shoring und Lieferketten

A Ein Verlust in 2007 kostete im Schnitt $197 pro kompromittierten Datensatz

A Beinahe 260,000 Beschwerden bei der FTC (iber ID-Diebstahl in 2007

A Angezeigte Datenverluste seit 2004 um 1700% gestiegen

AITRC berichtet nur in 2.4% der Vorfélle wurde starke Verschliisselung oder andere
starke Schutzmethoden verwendet

Dramatischer Zuwachs in leistungsfahigen Online Devices

A1Pv4 i (32bit) 4,294,967,296 Adressen verfligbar

A1Pv6 i (128bit) 340,282,366,920,938,463,463,374,607,
431,768,211,456 Adressen verfligbar

A 3,000,000,000 GSM Mobiltelefone in Benutzung, 1.13mrd
Mobiletelefone alleine in 2007 verkauft

A Eine Milliarde PCs in Benutzung in 2008, mehr als 2 Milliarden bis 2015

Dramatischer Zuwachs in Gruppen Cyberkrimineller

A Berichteter Verlust durch Cybercrime in den USA erreichte letztes Jahr mit
$240M einen neuen Rekord

A 80% aller Angriffe sind finanziell motiviert

A22 Landerhabendi e fiCouncil of Eur ope rOadmehent i on
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Auf welchem Wege gehen Daten verloren?

AVerlust physikalischer Datentrager
i CD,DVD
i Laptops
I Smartphones/PDA
AVersehentliche Veroffentlichung
I Versand sensitiver Daten per Email
AUnwissen uber Vertraulichkeit der Daten
AFalscher Email Empfanger
I Zugreifbar auf Webservern, etc.

AGezielter Diebstahl
i Physikalische Gerate
i Durch aussenstehende, Cybercrime
i Durch Insider
AKundendaten
AForschungsdaten

June 22, 2009

McAfee

Confidential McAfee



Nur ein paar Beispiele - Pflichtbekanntmachungen
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Largest Incidents Most Discussed Incidents Recently Updated Incidents

1D 2113 Patient names, treatment dates, treatrment summaries and medical record numbers of 1,000 on stolen

STOI.E " la EtD u]
LAPTOP Date: 2003-06-12  Records Lost: 1,000 Source: Outside Submitted by: Lyger Location: OR, US

Organizations: Oregon Health & Science University
10 2114 1 600 notified about stolen mobile data storage device with names and Social Security numbers

Date: 2009-06-12  Records Lost: 1 600 Source: Qutsice Submitted by: Lyger Location: lovwa City 18, U
Organizations: Kirkwood Community College

1D 2092 E-rnail leaks 350 student employes Social Security numbers
Date: 2009-06-07  Records Lost: 330 Source: Inside Accidental Submitted by: Lyger Location: OH, Us
Organizations: Ohio State University

10 2088 Mames and Social Security nurmbers of 17,214 an stolen computer
STOLEN Date: 2009-06-05 Records Lost: 17 214 Source: Outside Submitted by: Lyger Location: Richmond WA, 115
COMPUTER Organizations: Yirginia Commonwwealth University

10 2100: Stolen laptop contained medical details of 3500 patients
STOLEN Date: 2009-06-04  Records Lost: 3500 Source: Outsicde Submitted by: kirmiki Location: Salford Salford, GB
LAPTOP Organizations: Salford Royal MHS Foundation Trust

COMIMEr

1D 2134 City utility system breach exposes utility customers' bank account details comments: 0
Date: 2009-06-04  Records Lost: 170 Source: Outside Submitted by: kirniki Location: Duncan Ok, US

Organizations: City of Duncan Oklahoms

1D 2083 Social Security numbers and financial information of 537 sent to incarrect recipients comments: 0
Date: 2009-06-03 Records Lost: 597 Source: Inside Accidental Submitted by: Lyger Location: ME, US

Organizations: State of Maine Office of Information Technology

COMmments: |

ID: 2078 Social Security numbers of about 530,000 possibly accessed Dy hackers
Date: 2009-06-02  Records Lost: 531 400 Source: Outside Submitted by: Lyger Location: ¥a, US
Organizations: Virginia Department of Health Professions

10 2101 Stolen portable hard drive exposes unknown of number clients names, addresses and Social Security comments: 0
numbers
Date: 2009-06-02  Records Lost: Unknown Source: Outside Submitted by: kirmiki Location: US

Organizations: C5 Stars LLC, Constitution State Services LLC, Travelers Indemnity Company

ID: 2063 Medical histories for 137 patients on lost mernory stick caomments: 0
Date: 2009-06-01  Records Lost: 137 Source: Outside Submitted by: Lyger Location: GB

Organizations: NHS Lothisn

ID: 2068: Social Security Numbers and names and/or addresses of approximately 550 customers on malware comrments: [
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Intelligente Toolkits und Traffic Management McAfee
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Internet Exp J FireFox Opera

MS06-014 — Microsoft Windows MDAC
Vulnerability

WinZIP - WinZip ActiveX Overflow

QuickTime — QuickTime RTSP Overflow

MS06-057 — Webviewfoldericon
Vulnerability

MS06-044 — Vulnerability in MMC

MS06-006 — Windows Media Player
plugin vulnerability

MS06-014 — Microsoft Windows MDAC
Vulnerability

QuickTime — QuickTime RTSP Overflow

WinZIP - WinZip ActiveX Overflow

MS06-055 —VML Vulnerability

MS06-057 — Webviewfoldericon Vulnerability

MS06-006 — Windows Media Player plugin
vulnerability

MS07-017 — ANI Vulnerability

MS06-071 — Vulnerability in XML Core Services
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