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UBS - Key Figures

Total Assets (CHF bn)

Invested Assets (CHF bn)

30.09.2005

Headcount

Net Profit (CHF m)

Cost / Income ratio (%)

Return on Equity annualized (%)

2'125

2'666

70'502

7'542

69.3

29.0

Market capitalization (CHF bn)

30.09.2005 (ytd)

116.7
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UBS - Roots

Bank in Winterthur

Dillon Read

1997

S.G. Warburg Group 

1995

Brinson Partners

1994

O’Connor & Associates

1990

29 Jun 98Phillips & Drew 

1986

Interhandel 

1967

Eidgenössische Bank

1945

Swiss Bank Corporation

Union Bank of Switzerland

SBV

3 Swiss Banks

1897

Toggenburger Bank 

1912

1862

1863

Basle BV

Basle Bank consortium

Frankfurt BV

1872

SBG

Paine, Webber, Jackson & Curtis
1942

PaineWebber Inc.
1974

3 Nov 00

Mitchell Hutchins

1977
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UBS - Global Locations

5

Group Executive Board

Peter A. Wuffli, Group CEO
Clive Standish, Group CFO

Corporate Center

Clive Standish,         
Head & Group CFO     

Graham Francis, 
COO

Global Wealth 
Management  & 

Business Banking

Marcel Rohner, 
Chairman & CEO

Investment 
Bank

John P. Costas, 
Chairman 

Hew Jenkins, CEO

Global 
Asset Management

John A. Fraser, 
Chairman & CEO

UBS - Structure

Board of Directors

Marcel Ospel, Chairman
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UBS – IT Organization Structure
♦ Separation of IT infrastructure and IT development in 2004
♦ IT Infrastructure centralized at Group level
♦ IT development decentrally managed by each Business Group

Group Executive Board
Peter A. Wuffli, Group CEO
Clive Standish, Group CFO

Corporate CenterGlobal Wealth 
Management  & 

Business Banking

Investment 
Bank

Global 
Asset Management

IT Infrastructure 
(ITI)IT

Chief Operating Officer

Logistics Infrastructure

Chief Operating Officer

IT

Chief Operating Officer

IT
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UBS – IT Organization Structure - Governance



5

8

UBS - Group IT Risk Control Reporting Structure

Group Chief Risk Officer
Walter Stuerzinger

Group Head 
Operational Risk

Group Head IT 
Risk Control

C
or
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te
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IB 
ORC

Global 
WM&BB

CRO
Global AM

CRO

Global AM
IT Risk Control

IB
IT Risk Control

Global 
WM&BB

IT Risk Control

B
us

in
es

s 
G
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up

s

Global 
WM&BB 

IT Risk Mgmt

ITI
IT Risk Mgmt

IB
IT Risk Mgmt

Global AM
IT Risk Mgmt

NB:  The dotted line above indicates that the divisional Risk Controllers have a functional reporting line into Group Head IT Risk 
Control.  The IT Risk Management functions are displayed on this diagram for completeness. They do not report in to the Risk 
Control functions.
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Applies to UBS annual report filed on Form 
20-F and requires the following CEO/CFO 
certifications and disclosures:

Sarbanes-Oxley Act 2002 - Impact on UBS

♦ The UBS annual report does not contain 
any material misstatements or omissions 
and the financial information fairly 
presents the financial conditions, 
results of operations and cash flows of 
UBS as of, and for, the periods presented 
in the report 

♦ CEO/CFO responsibility for establishment 
and maintenance of "disclosure 
controls and procedures" and "internal 
control over financial reporting"

♦ Conclusion on the effectiveness of UBS 
"disclosure control and procedures"

♦ Disclosure of any material changes in 
the UBS' internal controls over financial 
reporting

♦ CEO/CFO have disclosed to their audit 
committee and independent auditors any 
significant control deficiencies, 
material weaknesses, and acts of fraud.

Se
ct

io
n 

30
2

IMPACT ON UBS

Public Company Accounting Oversight 
BoardI

SARBANES-OXLEY ACT 2002

Auditor IndependenceII

Corporate ResponsibilityIII
Enhanced Financial 

DisclosuresIV

Analyst Conflicts of InterestV
Commission Resources 

and AuthorityVI

Studies and ReportsVII
Corporate and Criminal Fraud 

AccountabilityVIII
White Collar Crime Penalty 

EnhancementsIX

Corporate Tax ReturnsX
Corporate Fraud 

and AccountabilityXI
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Sarbanes-Oxley Act 2002 - Impact on UBS (con't)
IMPACT ON UBS

♦ Section 404 mandates an annual 
evaluation of internal controls over 
financial reporting by management, 
and its attestation by the independent 
auditors.Se

ct
io

n 
40
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Public Company Accounting Oversight 
BoardI

SARBANES-OXLEY ACT 2002

Auditor IndependenceII

Corporate ResponsibilityIII
Enhanced Financial 

DisclosuresIV

Analyst Conflicts of InterestV
Commission Resources 

and AuthorityVI

Studies and ReportsVII
Corporate and Criminal Fraud 

AccountabilityVIII
White Collar Crime Penalty 

EnhancementsIX

Corporate Tax ReturnsX
Corporate Fraud 

and AccountabilityXI
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SOX Section 404 - Objectives & Scope, Internal Controls

♦ UBS has to establish and maintain (if not 
already in place) adequate and effective 
internal controls over financial reporting

♦ UBS has to assess the effectiveness of its 
internal controls over financial reporting and 
to provide evidential matter, including 
documentation, to reasonably support its 
own assessment.

♦ The management’s assessment must be 
based on procedures sufficient both to 
evaluate the design of internal controls over 
financial reporting and to test their operating 
effectiveness.

♦ Ernst & Young, UBS’ independent 
auditors, is required to attest to, and report 
on, management’s assessment.

♦ As a foreign private issuer, UBS has to 
comply with SOX 404 as of the fiscal year 
ending on December 31, 2006.  

ACTIONS TO BE UNDERTAKEN BY UBS

Companies are required to include in their annual 
reports a report of management on the company’s 

internal controls over financial reporting

Statement of management's 
responsibility for establishing and 
maintaining adequate internal controls 
over financial reporting

1

Th
e 
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 c
on

tro
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de

:

Statement identifying the framework
used by management to conduct the 
required evaluation of the effectiveness 
of the internal controls over financial 
reporting

2

Management's assessment of the 
effectiveness of the company's 
internal controls over financial 
reporting, including the disclosure of 
any material weaknesses

3

Attestation report on management's 
assessment by the independent 
auditors

4

SOX 404

The UBS OR framework is the shared 
platform to fulfill both SOX 404 and Basel 

II requirements
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Hierarchy of Control within UBS

Operational Risk 
Framework:

• Roles & Responsibilities

• Control Objectives

• Control Standards

• Metrics

Desk Level 
Procedures / 
Technical 
Standards / 
Control Plans

There is a hierarchy that specifies how authority is delegated within UBS Group and 
therefore how control is exercised.

• The Operational Risk Framework is the next level of control. In the Operational 
Risk Framework, each Function in a Business Group specifies its Roles & 
Responsibilities, Control Objectives and Control Standards, and Metrics. These 
should reflect the control requirements specified in the Policies, Business Group 
Regulations, and Organisation Regulations. They provide a statement about 
control expectations for any given Functional area. This is the “Operational Risk 
Control Documentation”.

Organisation 
Regulations

Business Group 
Regulations and 
Policies

• The hierarchy begins with the Board of Directors that specifies the 
Organisation Regulations for UBS Group. The Organisation Regulations 
establish the Business Groups and contain Authorities that specify at which 
level certain decisions must be made.  

• Business Groups then develop their own regulations that determine how 
authority is shared within the Business Group. Business Group Functions (or 
Group Functions Heads at the Corporate Centre) then develop Policies that 
outline key governance requirements.

• Below the Operational Risk Framework lies Supplementary 
Guidance such as Desk Level Procedures, Technical Standards 
and Control Plans. These specify how certain tasks should be 
performed. Thus, they can provide detail on how the Control 
Standards are actually performed in any given context.
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The Operational Risk Framework - Overview 

External 

- Basel II

- SOX 404

- Other

Internal 

- OREX

- Training

- Other

Governance

Policies & 
Standards 

Data 
Collection

Controlling

Identification 

Evaluation Reporting 

Response 

OR 
Inventory

ORAP

ORAPORAP

ORAP

ORF
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OR Control Documentation – Basic Elements
 The Operational Risk Framework requires the existence of comprehensive 
underlying Control Documentation, designed to ensure that the Bank’s processes 
operate correctly and effectively. The Operational Risk Control Documentation
encompasses the following:

Roles & Responsibilities

Control Objectives

Explanatory Notes

Control Standards

Metrics

15

OR Control Documentation –Example
 Roles and Responsibilities
A shortlist of distinct tasks for which a function is responsible

Example:
Information Technology - System Managers

System Manager has the responsibility to ensure the secure operation and administration of a given 
system. Regarding information security he has to authorize requests for privileged access to specific 
systems and he has to implement, maintain and document appropriate security measures for each 
information system. He has to document suitable IT contingency plans and he also has to ensure that 
critical or sensitive business information processing facilities are to be housed in secure areas and 
protected. 

 Control Objectives
♦ Derived by identifying "what could go wrong" within a Role & Responsibility

♦ Provide a brief description ensuring that the Operational Risks within any given Role & Responsibility 
are identified and addressed through the application of specific controls.

Example:
Capacity and Performance Management 

To achieve the required service level (with respect to availability, response time, execution time, and 
stability) by assuring that, at all times, sufficient IT resources (CPU power and main memory, disk and 
tape capacity, network bandwidth, I/O bandwidth) are available to all systems that support business 
operations. This includes spare resources to cover unforeseen application growth as well as losses in 
case of hardware failures and disaster situations as defined in the service level agreement. 
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OR Control Documentation – Example (con't)
 Explanatory Notes
♦ Where necessary, attached to Control Objectives.

♦ Provide context as to why a given Control Objective is deemed necessary for addressing a specific 
Operational Risk.

♦ Indicate how Controls relate to underlying transaction processes.

Example:
Capacity management is responsible for calculating the IT resources that are necessary in order to 
deliver the IT service levels agreed by service management with the IT Customer. It supports the 
software development teams in the design and engineering phase in order to use IT resources 
efficiently. Capacity management plans and manages all IT resources including CPU power, disk and 
tape capacity and network capacity. 

Performance management provides capacity management with actual performance and utilisation 
figures in order to adjust their planning task and enable recalculation for IT services in operation. All 
business critical applications are monitored end to end and trend analysis is conducted in order to 
detect potential resource shortages at all times. 

The definition and approval of standardised hardware models (hardware vendor selection, security 
approval of hardware and base software) is dealt with in section 2.2 Supply Management. Capacity 
management only defines the need for resources; supply management does the actual purchasing. 
Furthermore, storage management (assignment of application objects such as database files to 
available resources such as disk space) is not a capacity management issue and is dealt with in 
section 1.2 Data Backup and Recovery. 
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OR Control Documentation – Example (con't)
 Control Standards 
♦ Specific expectations that should be met in the performance of a function's activities with regard to 

Operational Risk Control.

♦ Represent the actions required in order to address the risks identified in the Control Objective. 

Example:
Does the SLA specifically define the requirements for recoverability testing? Is recoverability 
testing performed in accordance with the SLA? 

 Metrics
♦ Supplement the self certification process by measuring the quality of controls that have been performed

♦ Indicate when Operational Risk levels may be deviating from the intended risk limit.

Example:

– Metrics Name: SLA shortfalls regarding core IT applications
– Metrics Description: Number of cases where the availability SLA target for the core IT 

applications cannot be met in relation to the number of TOP IT Services
– Calculation Percentage = Average of (Numbers of SLA shortfalls per week  /

Methodology: Number of controlled services/applications)
– Threshold: green: <=4%; amber: 4%-5%; red: > 5%
– Metrics Type: Quantitative
– Frequency: Quarterly
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Self Certification
♦ The Self Certification Process is the first process that provides information for the 

Operational Risk Assessment and the SOX 404 Assessment 

♦ Business Groups need to assign the Control Standards to named Individuals, who 
will be responsible for applying the Control Standard and completing the self-
certification process. Afterward, First and Further Signatories must review the 
response. 

Figures as of 1st quarter 2005

Number of Control Standards: 9'746 
Number of involved people 
(Certifiers, Signatories): 8'536
Number of Certification Item: 171'377

19

 All OR Control Documentation (except Metrics) may be viewed by any 
employee in the Bank via the ORA Editor Tool. 

OR Control Documentation - Where?
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IT Control Framework - UBS Strategy for IT Risk 
UBS uses a three-tiered strategy to control and manage IT Risk

PEOPLE

PROCESS

TECHNOLOGY

LEADERSHIP, AWARENESS, EDUCATION & 
COMPLIANCE

POLICIES, PROCEDURES & STANDARDS

LOGICAL CONTROLS & TOOLS
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IT Control Framework – IT Risk Management vs. IT Risk 
Control
Clear delineation of roles and responsibilities, examples:

Risk Control Risk Management

♦ Day-to-day “RTB” Issues

♦ Security Architecture & Engineering

♦ Vulnerability Management 

♦ Change/Release Management

♦ Risk Monitoring and Escalation

♦ Technical Standards 

♦ Risk Reporting (risk inventory)

♦Audit & Regulatory Responses

♦User Account & Group Management

♦ CTB Risk Assessments RTB Risk 
Assessments (issue driven)

♦ Forensics & Investigations

♦ IT Risk Policies and Standards

♦ Review of Technical Standards

♦ Risk Reporting (review and validation)

♦ Education & Awareness Management

♦ Audit & Regulatory Relationships

♦ Exception Management

Working together as effective partners, IT Risk Control and IT Risk 
Management work to reduce the Bank‘s overall IT Risk profile.
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IT General Controls

Entity level Activity Level

Company level Control
Survey sections on 
I.   Control Environment
II.  Risk Assessment
III. Information Systems

and general
communication

IV. Control activities
V.  Monitoring

IT (MORCS) Control 
Standards
41 specific Control Standards 
agreed to be SOX relevant

Application Controls

Core Apps EUAs

Analysis:
1)  Black box?
2) If not, documentation of end-

user acceptance / usability 
testing available?

3)  If not possible, perform 
benchmark validation testing

Analysis:
1) Black box?
2) If not, demonstrate existence 

of sufficient controls
3) if not possible (spreadsheets):

A) Move EUA into a server
based controlled and IT
managed environment

B) Migrate functionality in
a new/ existing core IT
app. 

C) Treat as a manual process
and test accordingly.

IT Control Framework in relation to SOX 404 Compliance

23

Conclusions 


