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: Perimeter Security - The Medieval Model

B Companies protect themselves using firewalls, virus scanners, etc.

B Security measures focus on separating “inside” from “outside”

B Easy to install and administer, independent of applications
B Clearly defined costs; security measures can be quantified
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: Limits of the “Medieval Model”

B Permanent race between attack and
defense technology

B Need for exchange of more powerful
and potentially dangerous data
streams (XML, Web Services ..)

B Towns need to grow beyond their
earlier boundaries

B Businesses need to grow beyond old
enterprise boundaries

B OQOutdated model

B Inside = good, outside = evil
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. SAP Security Solution Map

Role and
authorization
concepts

Application Regulatory
Security compliance

Data protection
and privacy

Auditing

Secure Identity Message Security Trust
Collaboration federation security interoperability management

Secure User . Authentication and
Identity management . . Access control
Access single sign-on

Infrastructure Network and Platform System Front-end

. communications i : i
Security security security security security

Software Life- Secure Secure default . Secure change
. : . Secure delivery
Cycle Security | =)o) lpal=1p0 configuration management
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: Get in touch with SAP Security

http://service.sap.com
SAP Security /security
SAP Security Guides /securityguide

SAP Security Team security@sap.com

http://www.sdn.sap.com

SAP CERT
Security Bulletin Service

Security Check
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Secure Business in
Open Environments

Questions?

'
]

W' SAP AG

SAP Security Competence Team
E-Mail: security@sap.com
URL: http://service.sap.com/security
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Copyright 2004 SAP AG. All Rights Reserved

m No part of this publication may be reproduced or transmitted in any form or for any purpose without the express
permission of SAP AG. The information contained herein may be changed without prior notice.

m Some software products marketed by SAP AG and its distributors contain proprietary software components of other
software vendors.

m Microsoft®, WINDOWS®, NT®, EXCEL®, Word®, PowerPoint® and SQL Server® are registered trademarks of
Microsoft Corporation.

m IBM®, DB2®, DB2 Universal Database, OS/2®, Parallel Sysplex®, MVS/ESA, AIX®, S/390®, AS/400®, OS/390®,
0S/400®, iSeries, pSeries, xSeries, zSeries, z/OS, AFP, Intelligent Miner, WebSphere®, Netfinity®, Tivoli®, Informix and
Informix® Dynamic ServerTM are trademarks of IBM Corporation in USA and/or other countries.

m ORACLE® is a registered trademark of ORACLE Corporation.
m UNIX®, X/Open®, OSF/1®, and Motif® are registered trademarks of the Open Group.

m Citrix®, the Citrix logo, ICA®, Program Neighborhood®, MetaFrame®, WinFrame®, VideoFrame®, MultiWin® and other
Citrix product names referenced herein are trademarks of Citrix Systems, Inc.

m HTML, DHTML, XML, XHTML are trademarks or registered trademarks of W3C®, World Wide Web Consortium,
Massachusetts Institute of Technology.

m JAVA® is a registered trademark of Sun Microsystems, Inc.

m JAVASCRIPT® is a registered trademark of Sun Microsystems, Inc., used under license for technology invented and
implemented by Netscape.

m MarketSet and Enterprise Buyer are jointly owned trademarks of SAP AG and Commerce One.

m SAP, R/3, mySAP, mySAP.com, xApps, XApp, SAP NetWeaver and other SAP products and services mentioned herein
as well as their respective logos are trademarks or registered trademarks of SAP AG in Germany and in several other
countries all over the world. All other product and service names mentioned are the trademarks of their respective
companies. Data contained in this document serves information purposes only. National product specifications may vary.
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