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Ubersicht

GENESIS COMMUNICATION
Was bietet sich an zum Outsourcen im MSS Bereich?

Managed Security Monitoring
Automatisiertes SLA Management




GENESIS COMMUNICATION

Missi—ok

Statement

Deliver innovative
network, security, service and
SLA management solutions
to maximize the strategic
value of the IT

Solutions in Network

& Services & Security
Management

Headquarter in Bern
Branch office in Zurich

Bernstrasse 34, 3072 Ostermundigen / BE
Phone: +41 (0)878 883 111 Fax +41 (0)878 883 110

Binzstrasse 18, 8045 Zurich
Phone: +41 (0)878 889 111 Fax +41 (0)878 889 110

info@GenesisCom.ch, www.GenesisCom.ch

e Innovative products & services
» Partnerships
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Managen, Monitoren, Reporten von
IT-Infrastruktur und IT-Services

SLA Management, Monitoring und Reporting

Netzwerk
Device-Monitoring/
Reporting

» Service-Monitoring/
Reporting

» Service/lnfrastruktur
Dokumentation

* Analyse/
Jroubleshooting

Server & Applikation
e Server-Monitoring/
Reporting
» Applikations
Monitoring/Reporting
* End-to-End
Monitoring/Reporting
» Service/lnfrastruktur

Dkumentation

—

Security
*(Managed) Security
Monitoring
e Security Information
Management (SIM)
*Security Assessment
* Non-Intrusive Test
* Log Analysis
e Intrusive Test




@ Managed Security Services

Wie der Name sagt, Managed Security bedeutet, dass ein
Teil des Security Frameworks an eine oder mehrere Firmen
ausgelagert wird. Die Auswahl und Kombinations-
moglichkeiten und Provider ist gross:

o .Perimeter Protection“ und Monitoring ( managen der
Firewalls, der Mail-Gateways, der Intrusion Detection
Systeme (IDS’s) oder der ,Virtual private Networks" (VPN’s).
Managed Security Monitoring

*Vulnerability-Assessment und Penetration-Tests
«Authentication

«Antivirus and Content Filtering

Information Security Risk Assessment und Consulting
eData Archiving and Restoration

V2.0/TL/03.03.2004




Was Qutsourcen im MSS-Bereich ?

Managed Perimeter Security
Managed Firewall, Gateway und VPN
Device Konfiguration & Management

Managed Security Monitoring
7*24 Uberwachung aller Meldungen
Alarms und Logs, und korrelieren mit
Vulnerabilities und Bedrohungslage

Analogie:
«Zoll
Panzertire, Save

\

Analogie:
*Polizei
eAlarmanlage, Securitas

|/

Andere Mgd.Sec.Serv:
*Vulnerabilities Scanning
*Penetration Testing

*Risk Assessment
*Consulting & Experten




Tools Managed Security

Knowledge [

Monitoring

Firewalls
IDS
Routers
Op Systems
Applications

Others Agentless Rules / Algorithms Workbench Historical Database
Tool
Universal Conduit m = Mgmt. Reporting

System Internal Event
Vuinerabilities Real-time View Ticketing System

Log Data Case Data




Tools Managed Security Monitoring
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Was bekomme ich vom ,, Managed
Security Monitoring“ Provider?

Weekly Summary Report

Prepared for Company X

For the period 06/01/03 to 06/07/03

All timestamps listed in this report are in GMT

Monitoring Summary
« Workload Reduction Top 10 Attacker IPs Non-RFC1918
Problem Ticket Severity Breakdown Top 10 Attacker IPs RFC1918
Problem Ticket Status Top 10 Destination IPs

Tickets with Customer Interaction Top 10 Attacked Ports
Top 10 Messages




Was bekomme ich vom ,, Managed
Security Monitoring“ Provider?

DATA FROM A SINGLE LARGE CUSTOMER (24 HOURS)

15 MILLION
MESSAGES COLLECTED

3700 ALERTS
FORWARDED TO OUR SOC

48 TICKETS FOR OUR
ANALYSTS TO INVESTIGATE

2 CUSTOMER CONTACTS

Problem Ticket Severity Breakdown

Critical Suspicious |Security Relevant

Interesting

Total security events
Imonitored

23,684 6,115

362,127

Total tickets generated by
Socrates

68 281

Of

Total number of problem
ickets warranting
customer contact

14

Of
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Was bekomme ich vom ,, Managed

Security Monitoring“ Provider?

Top 10 Attacker IPs Non-RFC1918

.
Attacker IP

Host Name

Event Count

66.80.130.23

ns1.megapath.net

6,637

12.31.202.5

does not resolve

4,818

206.13.30.12

dns1.sndgca.sbcglobal.net

2,502

Top 10 Destination IPs

Destination |P

Host Name

Event Count

0.0.0.0

does not resolve

106,792

10.176.3.122

does not resolve

53,701

10.176.66.127

does not resolve

7,192

10.176.66.128

does not resolve

6,905

12.31.202.4

smip-yyy-PIX

6,636|

10.181.1.13

does not resolve

4,076|

T

Top 10 Attacked Ports

L

Event Count | Port

Service

CP

UDP

109.0011 O

[Reserved

Same as tcp

23099 80

|http(World Wide Web HTTP)

Same as tcp

11,973] 445

Imicrosoft-ds(Microsoft-DS)

Same as tcp

9166} 139

Inetbios-ssn(NETBIOS Session Service)

Same as tcp

2067

ldiswpn(Data Link Switch Write Port Number)

Same as icp




Was bekomme ich vom , Managed
Security Monitoring“ Provider?

SecuritﬁEvents by Severity for Last 30 Days
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Was bekomme ich vom ,, Managed
Security Monitoring“ Provider?

July 2001
Day of Attack

3 failed FTP
login tickets
on airline
network
detected

Since falled FTP
kogins are
typically narmal,
analyst mamks
I:Il:lms a5

Sharp volume
increase in
related tickets

Analyst an duty
upgrades incklent
severity o
“suspicious,”
conducts further

analysis.

Ticket
analysis
exposes
malicious
employee
activity

S0C classifies
incident as an FTP
Brute Force Altack
o access aiding's

HR data server

SOC notifies
customer

Analyst briefs
cantacts on natune
of event and
provides tracking
details {including
soume and
destination 1P

‘addmsses)

Airline
identifies
rogue
employeea

Custamer
catches
employee
red-handed and
terminates his
employ ment

O ST XIS P




SLA Management Architektur

EA=VIErzEig)erment

Config-Management Trouble Ticketing

*Change Management ~ : eInci
g9 g9 A gwmm Incident Management

/Jor eRG

! !

«ConfigManagement *Fault Management

Reporting und Monitoring Tools fir Operations

mm:xm

- Verfugbarkeit - Firewalls - HW: Routers/Switches/Hubs. . . -Server
- Perfromance ' - Technologies: Lan/Wan/QQOS/VOIP. . . -Applikation




Was kdnnen wir messen?

SLA Management und Verwaltung

- Reprasentation und Verwaltung der technischen Daten in Bezug
zu den “Business Obligations”

Services Device Service Konfigurations- | Problem
Management Management Management Management

Managed * Durchsatz * Verfugbarkeit J -+ Response-
Firewall . Eehlerrate des Service Zeit fur

- Bandbreiten * End-2-End Changgs (z.B.
Managed Auslastung Performance neuer Filter 12h

des Service nach Eintrag in
Rl » Perfomance CERT-Liste)

» Verfugbarkeit
Managed VPN [ der Infrastruktur

Managed
Authentication




Beispiel einer automatisierten SLA
Management Solution

Oblicn.i!e.

Oblicore Guarantee™ Reports, Alerts

?

_Adapters

SLAs, Business Processes

Business
Network Applications Help Desk Proprietary

«Concord *SAP *Remedy *Billing
*Candle *Siebel *Peregrine *Others
*HPOV & SD . «Clarify




=} Oblicore Guarantee™ 2.1 - Microsoft Internet Explorer

J File Edit Wiew Fawvorites Tools  Help

J HBack - = - la il | @5&ar;h' [G] Favorites @Me_dia @ | %- == @

JA-:_Idres‘s'l@http;Hda.—.zk,a;oh|i.;.;.re,asp ~| @eo |JLinks &) Customize Links

Obl ico re"' Contracts / Contracts
Contracts

[ Contracts

Contracts

b Add Contract

Exceptions

Name: |

Caontract paries... ; :
@+ Contract ¢ Contract Party ( Service

Templates...

)
)
)
)
)
SLALOM Scope | Effective between: | . and | .
)
)
)
)

[Fleuorts DL/ hAbl ™™ hhemm DDA hhmm

v Preliminary 7 Pendling ¥ Effective
I Hot effective [~ Archived

(Alens [0 new] Status:

( Catalog

( Resolrces Order by: I Contract status ﬂ

[n{"“i“is“atio“ Following: | Lisertime zone j

P Search

ABCDEFGHI JKLMNOPQRSTUVWXY
Displaying 1 - 7 of 7 results.

[Dasnhﬂ‘arﬂ Dates presented in DOAM MY Y hh:mm format

?'t 1. ACME Gold copy Stp*~a: Preliminary u

Effective: 01012003 00:00  to 01012004 00200 Cusdomer: ACME Ine

—
Status: Preliminary

v 01012004 00200 Customer: Benny Ine

Preferences
Logout

16 (zome averlap)

1 penlty formuls &pply. Status: Preliminary n

Services: 4
i v 010172004 00:00 Customer: ACME Inc
Time zone: CET

EE m 4. Ben02 Sub LAN Sibver Status: Pending u

Effective: 001012004 00:00  to 01012005 002006  Customer: Benny Inc
[em—— =

I_ I_ I_ [2E Local intranet

17




<} Oblicore Guarantee™ 2.1 - Microsoft Internet Explorer

| Ele Edt iew Favorites Tools Help

[ e~ o - © @ ] O Girories G 3| B 1D

J Address I@ http:/danzka/Oblicore.asp

ﬂ @’GD |J]_in'ks @Customi_ze Links

Obl ico re- Contracts / Contracts
Contract

b General Details P TimeSlots P Penalties p Export
B Contract: ACME Gold copy

Conmtract Party: ACME Inc (Customer)

Effective: 01012003 00:00 to 01012004 00:00

Version: 1 of 1 (Preliminary)

[Contracts

Contracts

Exceptions

Contract parties. .

Templates...
SLALOM Scope
[Reuorts

| services View || Domains View || TimeSiots View |

[.ﬂ.lerts [10 ]

(Catalog

[Resour-::es

Y r? Nt Nl N N S N N N

[Atlministration

+

[Dashhoard

ﬂ LAN Availability % BH

Preferences ﬂ LAN Availability % Non BH
Logpoant

SAP CRM

—W—E m m %CEM Transactions Resp Time<1s

W-faming




7} Oblicore Guarantee™ 2.1 - Microsoft Internet Explorer

J File Edit \iew Faworites Tools  Help

J Back ~ = - (D ﬁ-| Qhsearch [fFavorites  FfFMedia ®| Eat = Ne=: ME

J Address I@ http:ffdanzka/Oblicore.asp

~| @eo |J|_inks & Customize Links

Oblicorg™

Contracts / Contracts

[ Contracts

Contracts
B Name: Cal GAA CCC

Exceptions

= ® Description: CCC Calendar & hours
Contract parties...

B Timeslot:

Templates...

SLALOM Scope
[Reports

Jan Feb Wer fpr hEy Jun Jul  Aug Sep Oct Mow Dec

(Alerts

(Catalog

[Flesour-:es

T N, S R S S S e

( Administration
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A7:00-12:00

00:00-01:00
01:00-02 00
02:00-03:00
02:00-04:00
04:00-05:00
04:00-06:00
00 00-07 <0000
07:00-02:00
05:00-09:00
09:00- 1000
10:00-11:00
11:00-12:00
12:00-13:00
13:00-14:00
14:00-15:00
15:00- 1600
16:00-17:00

15:00-19:00
19:00-20:00
20:00-21:00
21:00-22:00
22:00-23:00
23:00-00:00

|@ Applet started.
PyHynL 2vv4 OENES|

I_ I_ ’_ (2 Local intranet




3 Oblicore Guarantee™ 2.1 - Microsoft Internet Explorer
J File Edit \Miew Faworites Tools  Help
J = Back - = - ia il | @Searg:h' [ 3] Favarites @Media $| %- = = @

Jngldress@http:H.ja.-.zka;obnmre,asp | oo |JLinks &) Customize Links

Oblicore" Reports / Reports / Results
A= Favor'rte:l j p GENERATE Zoon: IW

(Contracts )
(Reuorts )
)

Feports...

Min % of Time Available vs. Target by Service

Mewy Repart 9858

Favorites SAP BW i 987
Analysis CRM Middleware ‘ 988
SAP CRIM X D037

Impact Analysis

[ Alerts [10 new]

[Catalog
[Resources

(A{Iministration

[Dashhoanl

Preferences
Logout

CRM Migdleware

|- violation  [JI Compliant  =—Target

B Report type: Service Levelvs, Target by Service
B Time range; 010172003 00:00 to 18072003 08:56
B Time zone: CET

4 PREVIOUS NEXT ) b DONE




<} Oblicore Guarantee™ 2.1 - Dashboard - BENNY * - Microsoft Internet Explorer

- e
Obllcorem | Map || Actions || Thresholds || Window Update in: 03:15 minutes

My Guarantee E

All Contract Parties ACME Inc - Contracts All Contract Parties

E| ﬁ ACME Inc % o .. | = g = @ =l
H E ACME Gold ' -

Severity Changed at

E| § Bomy inc @ @ ACMEInc | Critical | 16/06/2003 22:44:54
B, BEHLL RSN ok it RO - Bennglne | Maior | 17/06/2003 O6:40:49

‘ME Inc/HKOO1 - Rules & Penalties

= & B %

B % W & % %

% LAM Resp Accum CRM Accurn CRM Accurn BW
Tirme < 250 availab. unal.la|| MW avai. availab,

ﬁ'm&m&ﬁ

ACME IncfACME GoldfLAMN Awvailability % Non BH - Details

Calculated at: 170642003 11:193:10

Current service level: 93 632%

Aktuelle Service S5ervicenle rel target: gR3
| 2] Delivery Current de viation: 1.43997%

Voraussage bez.
Service level

Best predicted zervice level: 96 05273
Best predicted deviation: 1.10811%

Time Source

17/06/2003 06:40143 | Berny Inc/BENDT HO LAN Gold/” | \wiorst preddicted service level: o1 99423 /7

16/06/2003 22:44:54 ACME IncAACME Gold/%CRM Trz
16/06/2003 22:40:24 ACME Inc/ACME Gold/% Incident | Whorst preddicted deviation: 216403
Minor 16/06/2003 22:40:19 ACME Inc/ACME Gald/LAM Aevail:
Major 16/06/2003 22:40:14 ACME Inc/ACME Gald

Major 16/06/2003 22:40:14 ACME Inc/ACME Gald/LAM Aevail:
Major 16/06/2003 15:55:55 ACME Inc/HEODT 2 LAM Resp Time = cou MOIMal > Major, LUMENT OEYIauOr 15 1.0.0000-% WHICH 15 0ver 0 egudl 0 TIesnoid | | -]
Critical 16/06/2003 15:55:55 ACME Inc Minor -» Critical.

Critical 16/06/2003 15:55:55 ACME Inc/HEOO bdinor -» Critical

Ceitical AEMMEMNNT 1R-FR-FR ACRAE L AHE T A ceoen | AR ausilshilibg % Blarmmal 2w Critical Corrant dasiabios e 2 P09 whick o cvar o anoal b theackhald 1350

Historischer
Service Level

Previous : ervice level: 94 46275




Zusammenfassung

anaged Perimeter
Security

Managed Security
Monitoring

SLA's:
*Rahmenbedingungen
sl eistungsgarantien
*Betriebsleistung
*Projektleistung
*Nicht enthaltene
Leistung
*Kundenleistung
*Projektorganisation
*Vergutung
*Inventar

3

Messung
SLA's:
*Verfugbarkeit
*Performance
*Auslastung
*Fehler
*Reaktionszeit
*Durchfiihrung

von Changes
*Problemldsungs-
zeit




@

www.GenesisCom.ch

Your address for

Network, Security, IT-
Service & SLA
Management Solutions




