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Currently, we are working with customers to secure their
wireless LANs. They look as follows:

Geography Technology

PAN

Wireless LAN

Wireless WAN

Nomenclature

Off-campus

(Anywhere)

On-campus

(Office, School, 
Airport, Hotel)

Person Space
(office, briefcase, 
person)

802.11 
(10’s-100’s of meters)

2G (GSM), 2.5G(GPRS, CDMA) 
3G (CDMA2000W-CDMA, UMTS)

(kilometers)



A Wireless Local Area Network (WLAN) is a flexible wireless data 
communications system implemented as an extension to, or as an alternative 
for, a wired LAN

The most widely adopted standard for wireless networking is IEEE 802.11b
This provides a theoretical transfer rate of 11Mbps.  Actual transfer rates are 
6Mbps and lower when security and encryption are enabled. Higher rates (up 
to 56Mbps) are planned
Range varies from 400-1500 feet (up to 300m). Range can be extended by 
using multiple access points (roaming possible)

WLAN technologies:
Allow the enterprise to extend network coverage to allow for in-building or 
campus communication for mobile users
Can help solve access in hard-to-reach areas improving workforce mobility 
(i.e. Warehousing, Point-of-sale handheld equipment) and
Allows organizations to extend their wired networks without laying expensive 
cable

Wireless LANs (WLAN IEEE802.11b) the facts



Intranet

Existing "wired" security controls will be pushed to
their limits and become increasingly important

Policy management
Intrusion detection
Hardened platforms
Security verification
Secure device management
Incident management

Firewalls
Content/E-mail filtering
Anti-virus
Identification & authentication
Authorisation
Security organisation

Wireless Channels



A new sport? Drive-By-Hacking, War-Driving, ...



Wireless LANs: Security Issues

License free radio frequency technology
data easily “sniffed” by eavesdroppers

RF signal leakage through buildings
no need to break into the office to gain LAN connectivity
tools available to detect vulnerable wLANs (“drive-by hacking”)

Susceptible to radio interference
can be adversely affected by microwave ovens, bluetooth or malicious denial of service 
signal jamming attacks

Lack of standards
Only agreed standard (WECA Wi-Fi for 802.11b) is 40bit WEP – Very Weak!



Security Issue 1: the Management Issue
most installations "out of the box" -- it's that easy...
protection options not in use / not enforced....it's sad but it's so true.......

Security Issue 2: the Technology Issue
Choice of encryption technology WEP- break in within hours
in public WLAN sites, public network providers often forward weak keys

Wireless LANs: Security Issues

WEP- encryption

can be fooled



Several solution available
Firmware update (eliminate use of weak initialisation Vectors)
Draft standard IEEE 802.1x (today only propietary implementations)
use of additional VPN technology (IPsec , SSH) 
nomadic workers; use trusted public providers, who understand and adress 
the security management issue as well
most important: think about security management, not only about 
technology! 

Wireless LANs: How to make them secure



Risk management process
Incident management process
Change management process

Audit process
Security awareness program

Secure and resilient industry 
solutions

Technology Architecture

Processes Skills
Risk management expertise
IT security expertise
Architecture and design expertise
Industry knowledge

Session cryptography/VPNs
File encryption

Content and virus filtering
Personal firewalls

User and device authentication
User authorisation

Wireless PKI
Intrusion detection

Security management

Structured design method
Functional architecture
Operational architecture
End-to-end security design

The challenges can be addressed using safe security methods 
These solutions help enable Wireless e-business



www.ibm.com/services/security

More wireless security information is available at ibm.com



www.ibm.com/services/security

One part of IBM's answer to it


